
 ™„h «tÚtr{f rþûtý Ër{r‚ y{ŒtðtŒ 

…rh…ºt ™k. 98 ‚t.19-12-18 

Vf‚ BÞwr™. þt¤tytu {txu s :- 
 

rð»tÞ :-  ytu™÷tR™ h{t‚e "{tu{tu [u÷uLs" „u{ ƒtƒ‚. 
 

ËkŒ¼o :- (1) rþûtý rð¼t„™t …ºt ¢{tkf:…eythR/112018/GOI-77/f ‚t.20-11-2018™tu …ºt. 
(2) «trþr™/Ëkf÷™/2018/7216-69 ‚t.18-12-2018™tu …ºt. 

 

ytÚte ‚{t{ BÞwr™. þt¤tytu™t {wÏÞ rþûtf©eytu™u W…htuf‚ rð»tÞ ‚Útt ËkŒ¼uo sýtððt™wk fu, 

‚tsu‚h{tk yuf ™ðe ytu™÷tR™ ¾‚h™tf "{tu{tu [u÷uLs" ™t{™e „u{ {erzÞt™t æÞt™u ytðu÷ Au. y™u yt 

„u{ ÷tuftu{tk r«Þ ƒ™e „R Au fu{ fu, yt „u{{tk ¾u÷tze™u yòÛÞt ™kƒhtu ËtÚtu ðt‚[e‚ fhðt …zfthðt{tk 

ytðu Au y™u Mð ™wfþt™ …ntuk[tzðt™t rðrðÄ «fthtu™tu Ë{tðuþ ÚttÞ Au. ‚u{s „u{ su{ su{ yt„¤ ðÄ‚e 

òÞ Au ‚u{ ðÄw stu¾{e ƒ™e òÞ Au y™u yt¾hu ytí{níÞt™t …zfth ËtÚtu yk‚ ÚttÞ Au. 

yt „u{ rfþtuhtu/ƒt¤ftu/ftuR…ý yLÞ ð…htþf‚to™u rnkËf ftÞtuo y™u …zfthtu™e ©uýe{tk stuztðt 

«tuíËtrn‚ fhu Au. "{tu{tu"™t ™t{Úte ðtuxËyu… …h yòÛÞt Ëk…ftuo (ftuLxuõx) W{uhðt {txu ¾u÷tze™u «uhýt 

yt…u Au. y™u yufðth Ëk…fo (ftuLxuõx) W{uhðt{tk ytðu …Ae ytk¾ {th‚e "{tu{tu" ¼Þt™f ò…t™eÍ 

Zek„÷e™e R{uÍ Ëk…fo{tk ytðu Au. y™u „u{ r™Þkºtf îtht ©uýeƒØ …zfthtu [÷tððt ÷÷[tððt{tk ytðu Au. 

y™u stu ¾u÷tze Ëq[™tytu™wk …t÷™ ™ fhu ‚tu ‚u „u{™tu Ëk[t÷f ËtuþeÞ÷ {erzÞt Ã÷uxVtu{o™tu W…Þtu„ fhe™u 

¾u÷tzeytu™u yt{krºt‚ fhu Au y™u yt¾hu ¾u÷tze ytí{½t‚e Ròytu ‚u{s ytí{níÞt ËwÄe™t …„÷tk ÷R þfu 

Au.  

{tu{tu [u÷uLs „u{ h{e™u ytí{níÞt fh‚t ƒt¤ftu™t fux÷tf WŒtnhýtu …ý ¼th‚{tk ™tukÄtÞt Au. suÚte 

RLxh™ux …h ytðe h{‚tu™e W…÷çÄ‚t rðþu ¼th‚ Ëhfth ¾qƒ r[kr‚‚ Au. ‚uÚte ¼th‚ Ëhfth™t R÷uõxÙef 

yuLz ytR.xe. {kºtt÷Þ îtht Ëw[™tu ƒnth …tzðt{tk ytðu÷ Au. ‚tu, Ëhfthe «tÚtr{f þt¤tytu™t ƒt¤ftu™u 

ytðe „u{Úte Ëtð[u‚ hnuðt ‚Útt ƒt¤ftu yt «fth™e ytu™÷tR™ „u{™tu ¼tu„ ™ ƒ™u ‚u {txu þt¤t fûttyuÚte 

sYhe Ëw[™t yt…ðt sýtððt{tk ytðu Au. 

 

ítt.19-12-18              ztì. yu÷. ze. ŒuËtE 

                   þtMtLttrÄfthe 

 

rƒztý :- ËkŒr¼o‚ …ºt 

 
™tukÄ :-  
…rh…ºt  ™k. 97-A ‚t. 17-12-18™t y™wËkÄt™{tk sýtððt™wk fu , þr™ðth Ëðth{tk [t÷‚e þt¤tytu {txu yuf{ 
fËtuxe™tu Ë{Þ Ëðth™t 9.30 Úte 10.30 f÷tf y™u ƒ…tuhu [t÷‚e þt¤tytu {txu ƒ…tuhu 12.00 Úte 1.00 
f÷tf™tu ht¾ðtu. 
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Subj.cl. Advisory on Onlitrc daDgerous grne (Mono Chall€trgeFChild Online Safetv-rcg

The NCPCR h6 noliccd thal lheE re media rcpons lhat childrcn have ban be@ming
vicrins ofMono Challelge Gm€. !l is r€ported to be a sane played by invilalion only. The
children are anemplins to cofrnil suicide. Copies of exlrrcls of websile reeeding.Ajneas
viclim of Mono Challenge Gane ad news published in the Tines of India dal€d 26- Ausust
2018 resarding inciden$ in west Bengal, .rc enclosed.

2. It is eported in the media that tne Mono Clalle.s€ Gde wa initially sraftd on
Facebook but is now spr€lding via \vta$app. Mono is a ecial nedis accomt on Whals4.Pp,
lacebook and YouTube. The idage lsed for the Mono gme has been adopted fon fie work
ofJapm€se.nist Midori Hayasbi, who hd no conneclion wilh lh€ game. As ler reFns
publhhed, $metimes the acconnt challenees usc6 to comnu.icate sitt e unlnom nunrber
a,j comtie@ ! series oi vioicnt acts $at uhinalely end in dealh. Ifone retuses lo follo* lhe

slne's orders, he or she is snt rhreatening md disturbing images. SoDeimqlhe ihreat given is
tbar of corruDtins social nedia accounts of the viciins dd to label fake allegations againn
hinther. This accounl seens to be connected ro rhFe nunb6 in Japan, Mexico and Colunbia
and a.rmber ofinJler i'l"nJ\ !n brrh -i,le! ofLdin A_(n.d

No.260 r /08/20r s,pocsoNcpcR/ Ttol o
Dard: 6" Septenber 2018

./ q\'a r\ -

3. The NCPCR Lad requcsred concened depannendninisdes in Govcmentof india to
lake inncdiare prev€rtive sleps ro siop its spread in India. The Miristy ofEle.lronics and
Infomralion lccnnobsy h.s issued advisory on -MOMO CHALLENGE GAME icopy

,1. ft is requcsrcd tnat all conccrncd nay plcasc be diEcled to take appropriate preventile
st€ps forchild online safety.

w th a req0en to onsure awarenesson the subject n yorr st*e

- ?. NrLcD-1a5!4-!l--re(!th-ei!ag No311112q18.e!!=r.ie.59?!2)d!tcq !_!!!!sr-?qq-
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Dated | 27 Aug 2018

. Subject: ADVISORYON "MOMO CfTALLENGE GAME"

!t ls rerorted 
'n 

the media that rhere js new ontrne.hslense sane catled the Mono chalenge' which
staled o. Facbool" where ieEbe6 are lcha engcd- to confu ar. w'tt Lvnown 'Lnbes lr
went vi€ron selalmedia platfoms, esp€.irt/ whatsADD

ThF Mo-o chartcnge @ns qc or c vdiew or se hdrrFq dares whic! be@res increas,ngty ris<) osI-e gahe orgres+c cnd lt I .ha erg". -1e g"Te -vover datengG r,ar
endurage tenageE/ chndren / any orher lserto engage jn sedes ofuot€nr acrs as cha €nses.f the
qame.

The sare 'Tpl6 cmcses/ ..'del / dny orhe. use ('h" ptdyer), 
'o add Jrrrfln coGcrs 0n

whaLsApp b.' 
'he 

-dme or 'M s added. r ; ;age of t\e ternryine tdpdnee
'Moio'dollwtrburgr19eyesappeaain,od14,r-egane,orirc[erL.d;ediFsptdJe;6pe.foma

iook out for tollowiis sisns and syhFroms:
i , Beoming wthdrawn rrom rnends a^d ram ty2. P€rsstent low n@d and unhaooiness
3. rooking worried tha doos hln/ner non.arry 1q.ur day toda) ras?s4, sudden outblri\ orenserdrcd.d cr lhend/p ororl .>

a 
'in!€s 

that thay used ro e ltoy6. visibremd4\rledeeo(r-o'*ourd.o' r' / pal of t5e oodr' of rne cn to.

How to prolect vour (hitd rion rhlsq.he:
rh:.g r.go.nJ As. ir'ere-aveDeerthrg i-.si19 -en'

h€stat€ to 3skthem abolr changes in mentatheal ,.

Minlstry ol Ele.tront6 & IT (MeitY )
( cyber Laws & e-S4urity Group )

2. Unless there is reason to betieve your chitd atreldy knds of

dren ! ontne & s.c arfr€d a a.Nity to eneure

or rras payed the qame, donit
the chance that yoIr.hid wirl

rhey ar€ not eigaq ns wirh ths

:) unLsua y ee. erive behaviclr, hosiy reated totheronlrie a.iivity

f lreosr (r ror" .q, . '.r,P,,: :i-,,: .-o .._..oo,4 eqrtc-,.dra.
asr. 9 | o oL. qolc..eio ?orr aba,

.. :.Lilrrlltnbsc.aiva!:!€l!.t4riaEj\l
nt2:./]I4!nq!!!rJ :or!ia4tct"trLa!3!r.h"t i{ar&i!!!t!!!!:a3!2919
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Kalkata techie receives Momo
Challenge invite

ITNN IUpdared:Aug 26. 2018, 09.06 IST

KOLKATA: At least

hvo persons from

different parts of the

state - one of them

from Kolkata and the

other from Siligufi-
received the invite for

Momo Challenge

on Whatsapp around

11pm on ThuFday.

Rajorshi Upadhay, ihe

lT employee from

Kolkata, has sought

help from Kolkata

Police.
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gide fic*u in a fr sall
gtffatghrer inforns rcr
of reoeivirg sJch an invib

dea$tU#f,y, posts arborfi
otsicide o'n sddial
rftedia attract > l€€p paeft
the irvitation mrfml featres on.

* Fhve regular ard
inforfinl coflwrsations
90 ttrift kids talk without
fear of being rcprimanded,
Enc{ffiage questions,

r flth makes iteasy to
fidp leep y*lrdiildrsi

mfu enline

F Readup andstay
infqrnd on newdangers in

address thch curiosity and the internet K'oFld

LJpadhyay received the Whatsapp message when the mobile phone was
being charged. Upadhayay, who has a eight-year old kid, sajcl they were
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> A Souih oioaipu! follege
stjdent He \y6 lsked ta
sFeak to Momdftr alle6t
six s{rccsiva d:rys. When

he decided notto playthe
gan€, h€ wE asked to keep
the iftlitation a 5!oet

Usually, posts about d6ath bot e{en on social nEdia
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Ercoura!c questions,
arjdrcss tlreif curiosity and

hclp kccp ydlrchildren
safo o line

intormcd on neNdangcrs
the intearcl $orld



Jggrding to psychiatrists, sending messages at night shows there are
.jinilter plans as ihe mind is at the weakest at night and especially
dangerous for those who are suffe ng from depression. So wheh
should you raise the alarm as a parent? Psychologists say any abrupt
change in behaviouf should be enough to trigger an alarm. Sudden
willingness to be left alone - shutting doors, speaking to someone
over phone or social media and ignoring family members - are some
common examples. Cuts and bruises too need to be looked into.
"Some of these are absolutely normal behaviour for teens, so you need
to be careful how you raise the issue," pointed out one of them.
The IVlomo challenge was initially started on Facebook but is now
spreading via Whatsapp. 'Momo' is a social media account on
WhatsApp, Facebook and YouTube. The image used for the I\,4omo
game is a haunting image of a woman with exaggerated features taken
from the work of Japanese artist Midorl Hayashi, who has no
connection with the game. Severalweb security blogs describe the
Momo game as a social engineering attack, which may not necessarily
be real, but can still cause harm through online harassment and cyber

bullying.
The account challenges users to
communicate with an unknown number,
and complete a series of violent acts
that ultimately end in death. lf one
fefuses to follow the game's orders, he
or she is sent threatening and
disiufbing images. Sometimes the
threat given is that of corrupting the
social media accounts oi the victim and
to label fake allegations against him/
her. This account seems to be
connected to thfee numbers in

Japan, N4exico and Columbia and a number of smaller islands on both
sides of Latin America.
''We have asked our cyber cell to put all the numbers from which the
invites are bejng sent on surveillance.,, said a senior state officiai.
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